Accreditation Overview
[bookmark: _GoBack]NIST members of the CVP Industry WG have been coordinating with the National Voluntary Laboratory Accreditation Program (NVLAP) to create a new accreditation scope for Automated Cryptographic Validation Testing (ACVT). The purpose of this document is to provide an overview of accreditation as it relates to the ACVT scope.
Accreditation is between NVLAP and the testing organization and is necessary to ensure the testing organization performs quality testing.  Programs such as the Cryptographic Validation Program work with NVLAP to develop specific testing scopes such as ACVT.
Testing organizations or laboratories start the accreditation process by applying to NVLAP for a testing scope. In this case, the scope is ACVT which will be part of the existing Cryptographic and Security Testing (CST) program. The accreditation process includes the following activities:
· Management system documentation review
· Off-site proficiency assessment
· On-site assessment
· Corrective action of assessment nonconformities (if cited)
· Accreditation decision
The current CMVP third party testing requirements also require written and oral proficiency assessment; however, due to the nature of the ACVT test method, the off-site proficiency assessment would be similar to a practical test to ensure the organization can properly access and use the ACVP server. The on-site assessment is when the NVLAP assessors determines whether the organization meets the Handbook (HB) 150, HB 150-17, and HB150-17 ACVT annex requirements. HB150 defines the overarching procedures and general requirements required for accreditation. HB150-17 defines the technical requirements for the CST program, and HB150-17 ACVT annex defines the ACVT specific requirements.
Since HB150 is an overarching set of requirements for many accreditation programs, there may be items in the HB150 checklist that are not applicable. For example, sampling and calibration have no applicability to the ACVT scope. The NVLAP assessors who perform ACVT assessments will work with the NIST CVP team to understand how the HB150 checklist relates to the ACVT scope. The following is a list of the major HB150 checklist items. The intent is to help new laboratories gain a better understanding of what is required for an accreditation.
HB150 checklist
Section 4 Management requirements
4.1 Organization – Does the company have an organizational structure that enables quality testing? Who at the organization is responsible for performing testing?
4.2 Management system – Does the laboratory have a management system appropriate to the scope of testing activities? Are policies, systems, programs, procedures and instructions documented?
4.3 Document control – What are the procedures for controlling documents that form the management system? 
4.4 Review of requests, tenders, and contracts – What are procedures for review of requests, tenders, and contracts for testing and/or calibration?
4.5 Subcontracting of tests – What are procedures for subcontracting work?
4.6 Purchasing services and supplies –  What is the policy and procedure for the selection and purchasing of services and supplies a laboratory uses that affect the quality of the tests?
4.7 Service to the customer – Does the laboratory allow the customer to monitor the laboratory’s performance? 
4.8 Complaints – Does the laboratory have a policy for the resolution of complaints received from customers?
4.9 Control of nonconforming testing – What is the policy and procedure that shall be implemented when any aspect of the testing does not conform to its own procedure?
4.10 Improvement –  How does the laboratory continuously improve effectiveness of its management system using quality policy, objectives, audit results, and management review?
4.11 Corrective action – What is the laboratory policy and procedure for implementing corrective actions?
4.12 Preventative action – How does the laboratory identify needed improvements and potential sources of nonconformities?
4.13 Control of records – What are the procedures for identification, collection, indexing, access, filing, storage, maintenance, and disposal of quality and technical records?
4.14 Internal audits – What is the laboratory’s process and schedule for internal audits?
4.15 Management reviews – What is the process and schedule for the laboratory’s management to review the management system and testing activities to ensure continuing effectiveness?
Section 5 Technical requirements for accreditation
5.1 General – The laboratory shall consider all factors (listed in sections 5.2 through 5.10) that contribute to the correctness and reliability of the tests.
5.2 Personnel – Does the lab have qualified/trained personnel performing testing?
5.3 Accommodation and environment conditions – Does the organization have a proper laboratory environment that is needed for correct and reliable testing?
5.4 Test methods and method validation – Is the lab using the ACVT test method correctly? For example, does the testing personnel know what ACVP client to fetch, build and use with the corresponding modules to test, and is the test data handled?
5.5 Equipment – Does the lab have correct equipment to perform the test (i.e., client software, hardware platforms, operating systems, connectivity, power, backups, etc.)?
5.6 Measurement traceability – Is the ACVT test method used correctly to ensure measurement traceability?
5.7 Sampling – Not Applicable
5.8 Handling of test items – A “test item” is the data sent to the NIST server. Is the “test item” handled according to the policy for test data retention?
5.9 Assuring the quality of test results – Is the ACVT test method used correctly to ensure the quality of test results?
5.10 Reporting the results – Is the ACVT test method used correctly for reporting the test results?

Information about accreditation and documents referenced are available on the NVLAP website. https://www.nist.gov/nvlap. 
· HB150 Procedures and General Requirements (ISO/IEC 17025)
Overarching procedures and general requirements to accredit testing and calibration laboratories
http://dx.doi.org/10.6028/NIST.HB.150-2016 
The HB150 checklist is available upon request from NVLAP. Organizations must show proof of ISO/IEC17025 ownership before NVLAP can send the HB150 checklist.
· HB150-17 Cryptographic & Security Testing
http://dx.doi.org/10.6028/NIST.HB.150-17 
· HB150-17 ACVT Annex defines the ACVT specific accreditation requirements. A first draft of the ACVT annex is attached.
